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How to build a better cyber security defense with deception 
technologies

Deception technology addresses key challenges with early and accurate

detection coupled with automation to accelerate incident response. The solution

tricks threat actors into revealing their presence with authentic, high-interaction

decoys that blend seamlessly into the production environment. As soon as an

attacker attempts to scan the network, steal credentials, or move laterally, the

deception platform raises a high-fidelity alert, reducing dwell times. From there,

defenders can remediate or safely let the attack play out and collect company-

specific threat intelligence to strengthen their defenses.

US Takes Custody of Notorious ISIS Beheaders
Before turning the guardianship of ISIS prisoners over to Turkey, the U.S.

gained custody of some of the most notorious ISIS beheaders suspected of

torturing and murdering American and other Western hostages. U.S. officials

announced that two of the four members of the British cell responsible for the

imprisonment and beheading of American journalist James Foley as well as at

least 27 other prisoners, including Americans Steven Scotloff and Peter

"Serial stowaway" arrested at Chicago
Marilyn Hartman was arrested again at O'Hare Airport Friday night and is now facing

charges, CBS Chicago reports. The 67-year-old, who's known as a "serial

stowaway," was found at the second checkpoint of terminal 1 reportedly attempting

to pass through security without a boarding pass or identification. Hartman was taken

into custody was charged with one felony count of criminal trespass. Police said

Hartman was on probation for a prior trespass incident and is prohibited from going

to O'Hare or Midway Airports without a boarding pass.

Does cyber security cross the line when crossing borders?
Potential visitors to the US were recently confronted with a new requirement on

the long and complicated visa application form — to provide information about

their social media identities. Many shrugged off the addition, having long assumed

that immigration authorities would in any case trawl through publicly available

information. The US state department insisted the measures would enhance

Kassig. Foley’s murder was choreographed, videoed and broadcast to the world in 2014 in what would

become the first of many gruesome propaganda videos put out by the terror group. The cell members in

U.S. custody include El Shafee Elsheikh, 31, and Alexanda Kotey, 35. Another famous member of the cell,

Mohammed Emwazi, believed to be the executioner on the videos, was killed in a drone strike in 2015.

national security. But academia and civil society groups, expressed alarm. To them, it marked the latest in a

series of invasive moves by governments to expand the use of technology to screen travelers, brushing

aside privacy and safety concerns.
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The Malaysian government will wait for the Prevention of Terrorism Board to

decide the fate of militant Yazid Sufaat before deciding on the next course of

action. It was reported that Yazid, 55, who is directly linked to the Sept 11, 2001,

attack on the United States, may be released from detention next month and that

the release may raise concerns among anti-terrorism officials in the country.

Yazid, a US trained biochemist, has been detained at the Simpang Renggam

Prison, near Kluang, for the past two years under POTA where the law allows the

suspect to be detained without trial for two years.

Two Killed as Shooter Livestreams German Synagogue Attack on 
Yom Kippur
A heavily armed assailant tried to force his way into a synagogue Wednesday in

eastern Germany on Yom Kippur, Judaism’s holiest day, and two people were killed

as he fired shots outside the building and into a kebab shop, authorities and

witnesses said. The attacker shot at the door of the synagogue in the city of Halle

but did not get in as 70 to 80 people inside were observing the holy day, a local

Jewish leader said. Video of the attack was livestreamed on streaming site Twitch,

which said it had “worked with urgency” to remove it. Germany’s top security official,

Interior Minister Horst Seehofer, said authorities must assume that it was an anti-

Semitic attack, and said prosecutors believe there may be a right-wing extremist

motive to it. He said several people were injured.

Prevention of Terrorism Board to Decide Whether 9/11-Linked 
Bioweapons Expert Yazid Sufaat Will Be Released

Al-Qaeda Bomb Maker Once Dubbed ‘World’s Most Dangerous 
Terrorist’ Was Killed 2 Years Ago, White House Says
Ibrahim al-Asiri, a senior al-Qaeda bomb maker and terrorist coordinator, was

killed two years ago in a United States operation in Yemen, the White House

announced on Thursday. Al-Asiri had been in hiding in Yemen for years and was

the repeated target of U.S. drone strikes. The U.S. mistakenly believed they had

killed him in a 2011 strike. They later targeted a man they believed was al-Asiri in

a May 2012 strike, but he turned out to be another al-Qaeda leader. As TIME

wrote in 2013, the Obama administration believed al-Asiri was “the most

dangerous terrorist in the world.”
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